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Abstract—In smart city and community ecosystems, generative
Al (GenAl) has emerged as a transformative technology. For
instance, public administrations (PAs) and community service
providers are increasingly adopting conversational agents such
as OpenAD’s ChatGPT and Google DeepMind’s Gemini. But
uncontrolled use of public chatbots creates practical exposure
pathways for proprietary information and sensitive personal
or organizational data. This paper presents PromptWard, a
computationally lightweight, on-premises browser add-in that
intercepts prompts, detects personally identifiable information
(PII) and other sensitive entities, and masks them before content
is submitted to external LLM services. PromptWard couples a
content script for real-time input capture with a background
service worker that applies prompt-based redaction and validates
sanitized outputs. We empirically evaluate PromptWard using
three LLMs (llama3-8b-8192, gemma2-9b-it, and compound-
beta) across two web platforms (ChatGPT and HumanizeAl pro)
on a 30-input, six-category PII dataset with increasing difficulty.
gemmaZ2-9b-it achieves the best overall accuracy (57/60) with sta-
ble latency (mean 492 ms). Extended validation (110 cases) yields
precision 0.84, recall 0.87, and F1-score 0.85, while resisting 8/10
prompt-injection attempts. Remaining limitations include partial
masking of specific formats and over-sensitivity to ambiguous
PII-like strings, suggesting targets for refinement.

Index Terms—LILM for Cybersecurity, Samrt Cities and Com-
munity Services , Shadow Al, Data Exposure, Prompt Security,
Privacy Risks, Compliance, Generative AI Governance, Explain-
able AI, Data Leakage.

I. INTRODUCTION

LLMs are rapidly embedded into organisational workflows
for drafting, summarisation, search and customer-facing inter-
actions [[1]-[3]]. This uptake is accompanied by a measurable
rise in policy violations involving sensitive data shared with
GenAl tools, turning employee use into a practical governance
and security concern rather than a purely theoretical risk [4],
[Sl. Staff may unintentionally include proprietary content,
credentials, regulated personal data or internal incident details
in prompts and follow-up messages [6|-[8]l, particularly in
smart-city settings where municipal offices, service providers
and community staff routinely handle citizen-related data.
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PromptWard is proposed as a computationally lightweight,
on-premises safeguarding tool addressing two research ques-
tions: (RQ1) to what extent can a lightweight, low-code
browser add-in make privacy-preserving Al interactions acces-
sible to non-technical users in small organisations and public
administrations; and (RQ2) can prompt-based, on-premises PII
detection and masking effectively reduce exposure of sensitive
personal, financial or health-related information during inter-
actions with public LLM chatbots. Its primary contribution is
a lightweight privacy-preserving software layer enabling safer
conversational assistance in organisational environments.

II. PROPOSED SOLUTION: PROMPTWARD

PromptWard is a low-code browser extension composed of
three modules: an Integrated Safety Classifier that filters dan-
gerous or non-compliant prompts and outputs in real time; a
PII Detection Module offering predefined and extensible rules
for personal data and regulated terms (e.g. GDPR); and a Pol-
icy Enforcement component allowing rules such as blocking,
warning or anonymising content. Architecturally, PromptWard
couples an Input Monitoring Layer (content script) with a
Processing and Redaction Layer (background service worker),
communicating through asynchronous message passing.

The content script uses checkTextBox and
userIsTyping to detect typing in input fields, text
areas and content-editable elements, extracts the current text
via getText, and sends it to the background worker via
askBG. The background worker (hidePIT) formats explicit
instructions specifying the PII categories to detect, including
names, emails, phone numbers, addresses, birth dates and
places, card numbers, IBANs and tax/social-security IDs,
and instructs the LLM to return only the redacted text with
detected entities replaced by a placeholder. The worker
validates the response against failure patterns before returning
it via sendReply; if no PII is found, the original text is
returned unchanged, and if the LLM request fails, the original
unmasked text is passed through to avoid data loss. This
design keeps the two layers independently updatable and



TABLE I
OVERALL COMPARATIVE RESULTS (60 ATTEMPTS PER MODEL)

Model Accuracy  Mean latency (ms)  Range (ms)
llama3-8b-8192 53/60 534 -
gemma2-9b-it 57/60 492 362-870
compound-beta 53/60 1147 up to 3953

relies on standard Chrome Manifest V3 features, so detection
instructions or the underlying model can be changed easly.

III. EVALUATION

PromptWard was evaluated using three LLMs accessed via
the Groq API (llama3-8b-8192, gemma2-9b-it, compound-
beta) across two platforms, ChatGPT and HumanizeAl.pro, on
a 30-input, six-category PII dataset with five difficulty levels
each. Table [l summarises overall accuracy and latency.

Gemma?2-9b-it achieved the highest accuracy, failing only
on obfuscated email delimiters and international phone pre-
fixes, while offering the most stable latency. llama3-8b-8192
showed partial masking on international phone formats and
address civic numbers. compound-beta matched llama3’s ac-
curacy but with substantially higher and more variable latency,
and its large context window offered no advantage for short-
text detection. All models correctly handled obfuscated pat-
terns such as bracket-substituted email symbols, confirming
that prompt-based detection addresses evasion techniques that
defeat simple regex approaches, although international phone
formats remained a shared weakness.

Based on these results, gemma2-9b-it was selected for
extended validation on 110 cases (60 standard PII inputs, 10
prompt-injection attempts, 20 non-PII inputs, 20 ambiguous
cases). This yielded precision 0.84, recall 0.87 and Fl-score
0.85 (TP=61, TN=28, FP=12, FN=9), a mean latency of 484
ms (SD 133 ms), and correct handling of 8 of 10 prompt-
injection attempts. The system showed a zero false-positive
rate on genuine non-PII inputs but a 60% false-positive rate
on deliberately ambiguous inputs, a trade-off favouring privacy
protection at the cost of occasional unnecessary masking.

IV. DISCUSSION AND LIMITATIONS

PromptWard appears suitable as a lightweight safeguard
for organisations and community services in smart cities,
particularly where IT skills are scarce, since its interaction
model resembles familiar everyday app usage rather than
requiring specialised infrastructure. It may also offer smaller
organisations a lower-cost alternative to local LLM deploy-
ment while still enabling use of external providers.

Several limitations remain. Detection depends entirely on
the underlying LLM’s behaviour, which cannot fully replicate
the precision of rule-based (regex) systems, and no tested
model guaranteed complete masking in every context. The
architecture introduces latency from the round trip between
browser and remote LLM endpoint, creating a residual risk
that unmasked text could be submitted if a user acts before
masking completes. Fallback logic returns unmasked text on

request failure, which protects user input from being lost
but cannot guarantee consistent masking under all condi-
tions. The add-in also only monitors standard input, textarea
and content-editable elements, so PII inserted via third-party
scripts or auto-filled forms could bypass monitoring. Finally,
PromptWard has not yet been tested in a real municipal or
e-government deployment.

V. CONCLUSION AND FUTURE WORK

PromptWard demonstrates that a lightweight, browser-level
privacy layer can meaningfully reduce PII exposure in inter-
actions with public LLM chatbots without requiring workflow
changes, reliably masking well-structured entities such as
emails and IBANs while showing more variable performance
on locations and initials. Future work includes introducing a
backend (e.g. FastAPI) to manage requests and fallback logic
more robustly, adding prompt-injection detection modules,
supporting configurable masking policies for different regu-
latory contexts, and enabling model versioning and fallback
across LLM providers. In smart-city and community-service
environments, such browser-level safeguards can complement
formal Al governance and urban cybersecurity measures.
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